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PREAMBLE

NSF’s canonical goal is to produce high quality, basic research that advances the state of knowledge.
However, its goal has never been to create knowledge for knowledge’s sake, but rather to conduct
research that leads to a valued, transformative outcome, be it in the near or long term. Many important
research projects that advance long term goals produce substantive intermediate results upon which
subsequent important knowledge growth is founded.

This document focuses on research intended to produce concrete, valued results



that brings with it economic benefits to a community, a region, a nation, or a continent. Even in the case
where the benefits of research are more abstract (e.g., a refinement of an existing algorithm or protocol
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growth capital funding sources, program managers for relevant research programs active within TTP

(including major initiatives and I/UCRCs,) and directors of major commercial research programs. A list of
workshop participants is provided as an Appendix to this guide.

2 AN OVERVIEW OF TECHNOLOGY TRANSFER TO PRACTICE

2.1 TTP: WHAT IS IT AND WHY DO IT?
TTP is the process for delivering research results from the laboratory into broader use. TTP can be
accomplished in many ways:

creating a product for sale (commercialization),
creating a product for free distribution (open source),
creating a product or service for a specific company or governmental agency,

X X X X



as a service, as a technological standard that will be implemented in many future products or services, or
even simply as an idea upon which designs for other useful products are based.

The researchoutcome,whether it is a product, service, algorithm, or idea, is the focus of this guide. We
are particularly focused on outcomes that result from cybersecurity research.

To be a candidate for TTP, a research outcome must meet several criteria, among them at least the
following two:

1. It must be well-defined; that is, it










Academic investigators who have already achieved tenure face far less TTP risk than their untenured
colleagues, as their positions are much more secure. Still, career risks exist for even the most senior TTP
investigators. For example, the “publish or perish” rule is real; holders of doctoral degrees who have
significant publication gaps can lose credibility and the opportunity that it offers.

TTP investigators can begin
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One of the fundamental differences between conducting basic and applied research is that while the
operating environment for basic research experimentation need not be standard or even replicable, for
applied research, the operating environment must be commercially viable or commercially compatible
or there must be a clear path to porting the research output to a commercial environment. We term this
“operating environment risk”. When designing a research plan that intends to attempt TTP, the
researchers should ensure that transition from the research environment to the anticipated operating
environment can be efficiently accomplished.

For ongoing projects that are considering conducting TTP, the operating environment risk may be
evident in the project prototype. As prototypes are usually generated after the concepts are reasonably
mature, if the prototype is not TTP-viable, project success is at substantial risk. Similarly, for ongoing
projects that have not incorporated TTP concepts from the beginning, the state of the prototype is a
critical decision factor. Software stability and sustainability are critical to the TTP effort. This is often
reflected in the project’s adopted development standards. Absence of such standards is a significant TTP
red flag.

A third technical risk that was repeatedly mentioned in both TTP Workshops is the availability of
sufficient appropriate datasets, both for application testing and for verification and validation of the
research outcomes. Such data is often difficult to acquire in many research areas, but data availability is
considered a major issue for cybersecurity research. Lack of data, in quantity and/or quality, is a
significant risk to TTP project success.

3.35
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x Are you affiliated with more than one institution? Is it clear which of the institutions share
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4. Communicate with stakeholders regarding the current state of development and future
work.

TRL]Definition

1 |Basic principles observed and reported
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APl endpoint
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Since the basic functionality of the component has been established and tested, the remaining activities to
advance the component out of TRL 4 would be to identify and document the relevant environment for the
component. As this component is a REST APl implemented with an Apache httpd module, this would
involve the documentation of relevant information about the system itself. There may be a variety of
information which is important to capture. In this example it may include the expected interactions with
the users of the API through HTTP methods, expected data flows between the related components of the
system itself, and the types of connections allowed and how they are managed on the host system. Once
this activity has been completed, the component moves to the next TRL level and planning can begin to
meet the exit criteria for TRL 5.
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keep the technology current and relevant to your major customers and those who influence them (e.g.,
industry analysts) Finally, as with the CEO, you may be expected to step aside when the board
determines that a different set of skills are needed, though the probability of this occurring is likely less
than with a CEO. What happens more often is that a CTO may choose to return to academia or active
research, and in this case, you'll be expected to play a prime role in recruiting a suitable successor.

4.1.3 Influencer
Depending on the TTP path utilized, you will
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5 FORMING THE TTP TEAM

5.1 THEINVESTIGATORS

The PI forms the investigator team, identifying colleagues who offer novel contributions that are
complementary to the research vision or that fill intellectual or operational gaps in the research plan.
Collaborators may be
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6.1.5 Value Delivered
How does your solution address challenges for your users? How does this benefit your users?

Describe how your solution addresses challenges your target users have. Consider what a user would
get out of using your solution. How are they better off using your solution compared to how they are
currently doing things?

6.1.6 Activities
What do you need to do in order to deliver your solution?

The researcher should identify the activities needed to develop and deliver the solution based on their
research and identify and acquire the resources to do the activities.

6.1.7 Resources & Costs
What do | need? What will it cost? How long will it take?

20



Patentsare used to establish the ownership of a technology and to protect the inventors of a
technology against theft of their inventions. (i.e., to prevent someone from falsely claiming ownership,
profiting from it and, perhaps worse, keeping the actual inventors from accessing their inventions.)
Patents are one of the cornerstones of intellectual property protection in the U.S. As patent law is a
distinct specialty practice within the U.S., it is critical that you have an attorney with expertise in this
area prior to taking on IP transfer, regardless of your TTP plans; furthermore, it is advisable to
commence patent review of a research finding prior to taking other steps to publish or otherwise
divulge the finding to the broader community.

One item that may be of particular interest to Pls for NSF and other US Government funded research is
that under the Bayh-Dole Act, universities and contractors performing research under (non-classified)
U.S. Government funding are assigned ownership of the results of that research and are free to patent
those results and generate commercial returns from it. If you’re an academic researcher, this means
that your university owns the IP rights to the research you do. Another tenet of Bayh-Dole is the
requirement that the university/contractor share those returns with the Pl and other contributors to the
effort. Institutions have royalty-sharing policies — it may well be worth researching the one your
institution has adopted.

Patents are typically exercised by issuing
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designed to simultaneously assist investigators in navigating the TTP process and to protect the
university. Thus, university offices may provide both resources and barriers to TTP.

7.1 TTP RESOURCES THAT MAY BE OFFERED BY UNIVERSITY TECH TRANSFER OFFICES

There are several common TTP resources that research universities offer investigators. These resources
are often delivered through a technical or research park where companies that desire to collaborate
with research scientists and developers

22



When problems are encountered, our experience is
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At this point, you and your team are considered an established firm. You would be expected to perform
subsequent development to refine your technical offerings, correct deficiencies identified by users, and
provide

24



X The market focus of their investment activity

Different firms have different investment strategies. One element of these strategies is the market

focus of the capitalist in question. Depending on the size of the capital firm, they may have an

investment team with direct experience in the market in question (e.g., cyber security) and other

investments in this target market. As much of the value of an investor lies in their ability to help .0301 66.0125 324.72
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of the company, revenue levels, etc.) and are willing to meet prospective investment targets well in
advance of the funding event.

There is a specific scenario discussed in our workshop that can apply to some Pls and their transferrable
technologies. One specialty investment entity who serves a retained set of clients, works in the following
fashion:

x Equipped with an understanding of what their clients consider pressing problems, they survey
the technology startup world for approaches that are good matches for those problems.

x They approach the firms in question to explore whether there is interest in adapting their
offerings to meet the needs of the clients.

x If there is interest, they establish that there is indeed a good match between needs and
offerings, negotiate a price for performing the adaptation of the technology, and establish a
funding relationship with the startup.

X Inasuccessful scenario, pressing problems are solved for their clients, and startups are provided
with revenue-generating product lines and customers without expending equity to acquire
them.

There are similar situations available in both

26
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Sustainability (i.e. the ability to fund maintenance and enhancements for given software products) is a
source of some concern in open source communities. It is worth considering whether forming a small
business expressly to support a given software offering (charging a maintenance and support fee to
users) makes sense for that product.
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9.3 SOURCES OF GUIDANCE

Depending on the TTP path you decide to take and the magnitude of the offering you choose to transfer
to use, there are a plethora of guidance sources available for your use. Most of these overlap with the
federal TTP funding agencies that are described in Section 8 above. For example, a logical place to start
is NSF itself, which has TTP-specific programs for which you are likely eligible. Depending on the
technology you’ve produced, DHS may also have programs that are a good fit for you. Reaching out to
other members of the SaTC community who have transferred similar offerings to users is also advisable,
as they are likely to have an idea of good sources of support as well as lessons learned. Finally, there are
a bevy of online resources that target various channels for transfer (e.g., open-source software, startups,
IP licensure, and target market user groups) that can help you sort through the various paths you might
take.

9.4 REVIEW CYCLES AND TRACKING MECHANISMS

Expected review cycles and tracking mechanisms will likely depend on the path you select for TTP. These
are usually defined and enforced by those who fund the transfer process (and can range from the
research funding agency, your home institution (department or Office of Research,) or funding entities
(review
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X “There is a fundamental mismatch of academic and commercial clock speeds. It is critical to be
cognizant of
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The Lean Startup outlines an approach to TTP that focuses on minimizing the amount of capital
needed to take a technology to use. It dovetails with a modern transformation in the IT TTP
process world, and, though the focus of the book is on products servicing more consumer level
needs than most cyber security offerings, it’s still good reading for a prospective entrepreneur.

2. S. Blank, “Why the Lean Startup Changes Everything,” Harvard Business Review, May 2013.

Steve Blank, PhD, an academic and consultant in business, is a key influencer of modern thinking
on technology entrepreneurship and TTP. This paper presents Blank’s argument for Lean Startup
and outlines how he argues that it has a lasting effect on models for modern entrepreneurship.

3. T.Benzel and S. Lipner, “Crossing the Great Divide: Transferring Security Technology from Research
to the Market,” IEEE Security and Privacy, Vol. 11, No. 2, pp 12-13, March-April, 2013.

Benzel and Lipner , two influential members of the security research community were also part
of an early security entrepreneurship; Lipner proceeded to join Microsoft, where he served as a
lead security technologist. In this paper, they discuss many of the issues associated with TTP
specifically for the cyber security market.

4. T.Benzel, W. Arbaugh, E. O’Brien, J. Sebes, and R. Rodriguez, “Crossing the Great Divide: From
Research to Market,” IEEE Security and Privacy, Vol. 11, No. 2, pp 42-46, March-April, 2013.

In this paper, a number of members of the cyber security research community (several of whom
successfully transferred their research results to commercially successful firms) discuss the
issues associated with the cybersecurity TTP process.
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university-based technology transfer,” Journal of Business Venturing, Volume 20, Issue 2, March
2005, Pages 241-263

A set of business academicians report on a study they did of university tech transfer offices,
reporting on what services were provided, those that appear to have been of greater value to
Pls seeking to TTP research
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opportunities. This guide is designed for academic Principal Investigators who are considering or are
engaged in TTP and discusses the role of the
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Workshop#1

Name Company
Barry Costa Mitre
RobertoPerdisci Uga
David Balenson SRI
DonaldDixon VC
DeborahShands NSF
Rebeccaace USA
Alec Yasinsac USA
AngelosStavrou Kryptowire
RobinSommer ICSI
JennyMcNeill SRI
Anita D'Amico SecureDecisior|
UIf Lindgvist SRI
Jim Basney NCSA
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